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Cyber Security Division
Mational Informatics Centre
Mew Delki

21120000
Subject : Web Site Audit

Site Name : hitpfhimdemao.nic. inffoodiwelcome.asp

Site URL . hitp:/fhimachal nic.inffocd!

Temporary Site UEL - hitp:fhimdemao.nic.inffocdwelcome.asp

The scope of the audit is restricted to the food subsite under the main sita
of http:ihimachal.nic.in, Note: hitpuYhimachal.nic.in has not been audited in
this iteration of audit. The above site | food subsite ) has baen audited on
the staging server at the lemporary site URL. The site consists of chiefly
static .html documents., The site alsa is host 0 asp-based applications far
closed user group access. The application owners have removed the
vulnerabilities identified during securty audit conducted earlier on the site.

Mote: Thne appiicalion owners must revert back for re-audit for any
application changes and addilions, Refer lo audit policy.

Recommendation:
1. Site may be hosted with the privileges of read and execute permission
for the general public.
2. 35L: The following to be deployed over S5L
1. ntipzdhimachal . oicindfood!
3. Web server and O3 level hardening need to be in place for the

production server,
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Copy to 310 Himachal Pradesh Stata Linit




